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Terminology

1. Resource – basic repository entity created by users carrying Title, Description, viewing permissions and other metadata. Sometimes called “item”, sometimes called “share”.
2. A resource typically has a url such as: http://lslvm-mmr5.ecs.soton.ac.uk/72/ 
3. A resource can contain within it one or more files, sometimes called “documents”, which have been uploaded to that resource. 

4. A file typically has a url like http://lslvm-mmr5.ecs.soton.ac.uk/38/2/The_Orange_Tree.jpg 

5. A collection is a special kind of resource which contains other resources rather than files.

6. A secret url is the url of a file which is contained in a resource whose viewing permission is set at “Just me”. Even if you are not registered in the repository, you can gain access to a file by using this url, but you cannot find what the url is by inspecting the resource, you can only know it if the owner informs you. Hence the name “secret”.

Introductory note on security

· At Worcester we are happy that a conventional url in the form http://lslvm-mmr5.ecs.soton.ac.uk/38/2/The_Orange_Tree.jpg is sufficiently secure to be used as the secret url. It is not essential to generate a “random string” url. If someone is given this type of url, it is unlikely that they could guess the urls of other files unless they could guess the filenames.

· If someone spots the repository naming structure and types in a url such as http://lslvm-mmr5.ecs.soton.ac.uk/38/ or http://lslvm-mmr5.ecs.soton.ac.uk/39/ this will not lead them to a file, but to a resource. And if the resource is set at “Just me” they won’t get any further.
Scenario 1 – Lecturer using secret url
A lecturer has created a resource entitled “Worcester Floods 2008” containing three files: a powerpoint presentation, a Word document and a short video. They have set the viewing permission to “Just me” as they do not yet wish anyone to view this resource openly.
The lecturer wishes to put a link to the Word document in their Blackboard course area. They go to Resource Manager and view the resource. They right click on the icon of the Word document and use “Copy Link Location” to copy the url. They then go to Blackboard and paste the link appropriately within the course area there.
The lecturer wishes to show the powerpoint presentation to a colleague at another university before giving their presentation to the class. They do not want to send the presentation as an email attachment as it is an enormously large file. They go to Resource Manager, view the resource, copy the url and paste it into an email message. They send the email to their colleague.
(This is like writing a novel – it has a happy ending – after many years of teaching the lecturer gets so much praise from students and colleagues about the quality of their material that they edit the resource and make it “open”)
Scenario 2 – Student using secret url

The student is working through the online material in Blackboard. They see the title of a document “About Worcester Floods”. They click on the title and activate the url which has been pasted there. The document opens. They read it in Word. They love it so much they save it on their hard drive.

The student has no knowledge of or insight into the existence of the repository.

Scenario 3 – Another lecturer tries to steal the first lecturer’s materials!

A second lecturer also teaches about flood management and wants to steal a copy of the video the first lecturer has. They find their colleague’s Profile Page and look for the resource entitled “Worcester Floods 2008”. But they can’t see it, it is not on their screen, because it has been set as “Just me”.
Not giving up so easily, they sneak up behind a student working at a computer in the Library who is reading the Word document “About Worcester Floods” on the screen. The second lecturer makes a note of the url and cleverly works out the url of the resource. But again, when they type this in to their own computer they are unable to access the resource as it is set at “Just me”. They never get the video.

The second lecturer can only get the video by asking the first lecturer nicely for its secret url, or they have to wait several years until the first lecturer gains enough confidence to change the viewing permission of the resource to “Open”.

Finally – a note on the non-secret urls

For resources set at “Open” (rather than “Just me”) anyone, whether or not a registered user, can view the resource and see the urls of the files within it. They can then in turn use these file urls in Blackboard, on web pages etc in their own teaching, subject to the copyright level, to give students direct access to the files.
We don’t know for certain, but we anticipate that the urls of open resources, collections and indeed the urls of staff Profile Pages would mainly be used by lecturers to show things to other lecturers, perhaps via their web pages etc, to show examples of work they had done, or to direct colleagues to specific resources and collections they want to share.
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